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Risk Detection Sample Data

Al BIZ GURU - Risk Detection

Company Overview

MediTech Solutions is a healthcare technology company founded in 2016 that
specializes in electronic health record (EHR) systems, patient engagement
platforms, and healthcare analytics solutions for medical facilities. The company
has experienced significant growth but faces various risks across financial,
operational, compliance, strategic, and cybersecurity domains.

1. Financial Risk Indicators

Financial Performance Trends

Metric Q1 Q2 Q3 Q4 Q1 Q2 Q3 Trend
2023 2023 2023 2023 2024 2024 2024 Indicator

Revenue ($K) $2,15 $2,38 $2,45 $2,72 $2,45 $2,65 $2,68 Positive
0 0 0 0 0 0 0

Gross Margin 542 548 55.0 555 558 56.2 56.8 Positive
% % % % % % %



EBITDA 140 145 153 16.2 16.5 16.0 153 Declining
Margin % % % % % % %

Operating $290 $350 $380 $420 $325 $310 $280 Declining
Cash Flow
($K)

Days Sales 68 65 63 62 65 69 74 Negative
Outstanding

SG&A as % 295 292 288 285 287 295 31.2 Negative
of Revenue % % % % % % %
Liquidity Risk Metrics

Metric Q1 Q2 Q3 Q4 Q1 Q2 Q3 Risk
2023 2023 2023 2023 2024 2024 2024 Level

Current Ratio 168 170 171 172 175 168 1.62 Mediu
m

Quick Ratio 161 163 164 166 169 162 155 Mediu

m
Cash Ratio 061 062 062 063 067 060 055 Mediu
m
Cash Burn $180 $175 $172 $168 $190 $205 $225 High
Rate
($K/month)

Months of Cash 14.2 146 15.0 155 148 13.7 125 Mediu
Runway m

Working Capital $1,65 $1,72 $1,78 $1,80 $1,92 $1,85 $1,78 Stable
($K) 0 0 0 0 0 0 0
Credit & Debt Risk Indicators

Metric Q1 Q2 Q3 Q4 Q1 Q2 Q3 Risk
2023 2023 2023 2023 2024 2024 2024 Level



Debt-to-Equity  0.49
Ratio

Interest 9.60
Coverage Ratio

Debt Service 3.80
Coverage

% Variable Rate 35%
Debt

Average 4.8%
Interest Rate

Debt Covenant 42%
Headroom

0.50

9.65

3.85

35%

4.9%

40%

Revenue Concentration Risk

Customer Segment

Top Client % of Revenue

Top 5 Clients % of Revenue

Top 10 Clients % of Revenue

Revenue from Largest Industry

Geographic Concentration (Top

Region)

Product Concentration (Top

Product)

Cash Flow Risk Patterns

0.50

9.70

3.90

35%

5.0%

38%

2022

5.8%

21.5
%

33.8
%

40.2
%

62.5
%

38.5
%

0.50

9.73

3.95

35%

5.1%

35%

2023

6.1%

23.2
%

35.5
%

42.5
%

65.2
%

40.2
%

0.50

9.80

3.90

40%

5.3%

32%

0.52

9.50

3.75

45%

5.5%

28%

2024
(YTD)

7.2%
25.6%

38.2%

45.8%

68.5%

42.8%

0.55

8.90

3.60

50%

5.8%

22%

Risk
Level

Low

Medium

Medium

Medium

High

Medium

Mediu

Low

Low

Mediu

Mediu

High



Metric

Operating Cash
Flow Growth

Cash Flow to
Revenue Ratio

Free Cash Flow

(3K)

Capital
Expenditure
Trend ($K)

Cash Flow
Forecast
Accuracy

Cash
Conversion
Cycle (days)

Q1
2023
5.2%
13.5
%
$180

$110

92%

72

Q2
2023
4.8%
14.7
%
$230

$120

93%

70

Accounts Receivable Aging

Aging Category Q1

Current (0-30
days)

31-60 days

61-90 days

91-120 days
Over 120 days

2023

48.5
%

26.0
%

15.5
%

6.5%
3.5%

Q2
2023

49.2
%

25.5
%

15.2
%

6.3%
3.8%

Q3
2023

4.5%

15.5
%

$240

$140

90%

68

Q3
2023

50.5
%

25.0
%

14.8
%

6.0%
3.7%

Q4
2023

4.2%

15.4
%

$250

$170

91%

66

Q4
2023

52.0
%

24.5
%

14.2
%

5.8%
3.5%

Q1 Q2 Q3 Risk
2024 2024 2024 Level

3.5% -12 -58 High
% %

13.3 11.7 104 High
% % %

$185 $150 $110 High

$140 $160 $170 Mediu
m

85% 78% 72% High

68 73 78 Mediu

Q1 Q2 Q3 Risk
2024 2024 2024 Level

50.0 475 442 Mediu
% % % m

252 265 27.8 Mediu
% % % m

145 153 16.2 Mediu
% % % m

6.3% 6.8% 7.5% High
4.0% 3.9% 4.3% High



Allowance for
Doubtful
Accounts

2.8%

Tax Compliance Risk

Tax Area

Federal
Income Tax

State
Income Tax

Sales Tax

Employment
Tax

International
Tax

Transfer
Pricing

Last
Review

Nov
2023

Nov
2023

Aug
2024

Oct
2023

Sep
2024

Dec
2023

2.9%

Compli

3.0%

ance

Status

Compliant

Issues
Identified

Issues
Identified

Compliant

Compliant with

Exceptions

Compliant

2. Operational Risk Indicators

Project Delivery Metrics

Metric

Q1
2023

Projects On Time 82%

Projects On
Budget

85%

Scope Change 12

Requests

Q2
2023

80%
83%

15

Q3

2023

78%
80%

18

3.0%

3.2%

Finding
Severity

Minor

Moderate

Significant

None

Moderate

None

Q4
2023

75%
78%

20

Q1

2024

72%
75%

25

3.5%

3.8% Mediu
m

Remediation Risk
Status Level

Completed Low

In Progress Mediu

m
Planning High
N/A Low

In Progress Mediu

N/A

Q2
2024

68%
72%

28

m
Low

Q3 Risk

2024 Level
65% High
70% High
32 High



Average Project 8.5 9.2 10.5 128 152 185 22.0 High
Delay (days)

Customer 42/5 41/5 4.0/5 3.9/5 3.8/5 3.7/5 3.5/5 Mediu
Satisfaction m
Resource 85% 87% 89% 90% 92% 94% 95% High
Utilization

System Performance & Reliability

Metric Q1 Q2 Q3 Q4 Q1 Q2 Q3 Risk

2023 2023 2023 2023 2024 2024 2024 Level

System 99.95 99.94 99.93 99.92 99.91 99.89 99.87% Mediu
Uptime % % % % % % m

Response 220 235 245 260 290 325 380 High
Time (ms)

Error Rate 0.08 009 010 012 015 0.18 0.22% High
% % % % % %

Failed 2 2 3 3 4 5 7 High
Deployments

Database Optim Optim Good Good Fair Fair Degrad High

Performance al al ing

API 99.8 99.7 99.7 996 995 993 99.0% Mediu
Response % % % % % % m
Success

Rate

Capacity & Scalability Issues

System Current Growth Rate Capacity Months Risk
Component Utilization (Monthly) Limit toLimit Level

Database 72% 2.5% 90% 7.2 High
Storage



Processing 68% 2.8% 85% 6.1 High
Capacity

Network 55% 3.2% 80% 7.8 Mediu

Bandwidth m

User Licenses 82% 2.0% 100% 9.0 Mediu
m

Backup 75% 3.5% 90% 4.3 High

Systems

Development 85% 2.2% 95% 4.5 High

Environment

Human Resource Risk Indicators

Metric Q1 Q2 Q3 Q4 Q1 Q2 Q3 Risk
2023 2023 2023 2023 2024 2024 2024 Level

Employee 125 132 140 145 158 17.2 18.5 High
Turnover Rate % % % % % % %

Key Personnel 5.0% 55% 6.0% 7.5% 82% 9.5% 10.2 High

Turnover %

Time to Fill 45 48 52 58 62 68 75 High
Positions (days)

Salary 105 104 102 100 98% 96% 94% Mediu
Competitiveness % % % % m
Employee 4.0/5 3.9/5 3.8/5 3.7/5 3.5/5 3.3/5 3.1/5 High
Satisfaction

Training 95% 92% 90% 88% 85% 82% 78% Mediu
Completion Rate m

Supply Chain & Vendor Risks



Metric Q1

2023

Vendor 94%
On-time

Delivery

Critical 28%
Vendor
Concentrati

on

Single-Sou 5
rce
Component

S

Vendor Stro
Financial ng
Stability

(avg)

Contract Low
Renewal

Risk

Vendor 3
Performanc
e Issues

Q2 Q3
2023 2023

93% 92%

30% 32%

Stro Stron
ng g

Mediu
m

Low

Quality Control Metrics

Metric Q1
2023

Defect 1.2

Density

(per

KLOC)

2023
1.3

Q2 Q3

2023
1.4

Q4
2023

90%

35%

Moder
ate

Mediu
m

Q4
2023

1.5

Q1
2024

88%

38%

Moder
ate

Mediu
m

Q1
2024

1.8

Q2 Q3 2024 Risk
2024 Level
85% 82% High
42% 45% High
9 10 High
Moder Concern Mediu
ate ing m
High High High
9 12 High
Q2 Q3 Risk
2024 2024 Level
2.1 2.5 High



Critical 2
Bugs in
Product
ion

Test 92%
Covera

ge

Custom 28
er

Report

ed

Issues

First-ti  78%
me

Resolut

ion

Rate

QA Adequ
Resour ate

ce

Allocati

on

91%

32

76%

Adequ
ate

90%  88%

35 38

74% 72%

Adequ Stretc
ate hed

86%

45

68%

Stretc
hed

3. Compliance & Regulatory Risk Indicators

Healthcare Regulatory Compliance

Regulation

HIPAA Privacy

HIPAA Security

Last
Audit

Aug
2023

Aug
2023

Compliance
Status

Partial
Compliance

Substantial
Compliance

84%

52

65%

Insuffici
ent

12

82%

68

62%

Insuffici
ent

Finding Remediatio

s n Status
Moderat In Progress
e
Minor Completed

Very
High

Medi
um

High

High

High

Risk
Level

High

Mediu
m



nt

HITECH Act Aug Substantial Minor Completed Mediu
2023 Compliance m
CMS Regulations Nov Compliance Moderat In Progress  Mediu
2023  with Exceptions e m
FDA (Software as N/A Not Currently N/A Monitoring Low
Medical Device) Applicable
State-specific Sep Compliance Significa Planning High
Healthcare Laws 2024  with Exceptions nt
Data Privacy Compliance
Regulation Last Compliance Finding Remediatio Risk
Assessme Status s n Status Level
nt
GDPR Jul 2024 Partial Significa In Progress  High
Compliance  nt
CCPA/CPRA Jun 2024 Substantial Minor In Progress  Mediu
Compliance m
PIPEDA Apr 2024 Substantial Minor Completed Mediu
(Canada) Compliance m
State Privacy ¥ May 2024  Varying Moderat Planning High
Laws (US) Compliance e
Data Breach Jun 2024 Substantial Minor Completed Mediu
Notification Compliance m
Cross-border  Jul 2024 Partial Moderat Planning High
Data Transfer Compliance e
Information Security Standards
Standard Last Compliance Gaps Remediatio Risk
Assessme Status n Status Level



SOC 2 Type Il

ISO 27001

NIST
Cybersecurity
Framework

HITRUST

PCI DSS

Cloud Security
Alliance

Corporate Governance Issues

Area

Board
Oversight

Audit
Committee

Internal
Controls

Conflict of
Interest

Code of
Conduct

Whistleblower
Program

Mar 2024  Certified with Minor
Exceptions
N/A Planning Major
Implementatio
n
Feb 2024  Partial Moder
Implementatio ate
n
N/A Planning Major
Assessment
Sep 2023 Compliant None
May 2024  Partial Moder
Alignment ate
Last Status Issues
Review Identified
Jun Adequate Minor
2024
Jun Adequate Minor
2024
Aug Needs Significant
2024 Improvement
Jul Policies in Moderate
2024 Place
May Policies in Minor
2024 Place
Apr Needs Moderate
2024 Improvement

In Progress

Planning

In Progress

Planning

N/A

Planning

Remediation

Status

In Progress

In Progress

Planning

In Progress

Completed

Planning

Low

High

Mediu

High

Low

Mediu

Risk
Level

Low
Low
High
Mediu
m

Low

Mediu



Regulatory Inspection & Audit History

Regulatory Inspection Findin Severit Remediation Risk

Body Date gs y Status Level

HHS OCR Nov 2022 3 Moder Completed Low

(HIPAA) findings ate

State Health Mar 2023 2 Minor  Completed Low

Dept findings

FTC None N/A N/A N/A Low

FDA None N/A N/A N/A Low

State Attorney None N/A N/A N/A Low

General

CMS Jan 2024 4 Moder In Progress Medium

findings ate

Litigation & Legal Proceedings

Case Type Number Potential Insurance Status Risk
of Cases Financial Coverage Level
Impact
Employment 2 $150K-$250K  70% Active Mediu
m
Intellectual 1 $250K-$500K  80% Active Mediu
Property m
Contract 3 $200K-$350K  65% 2 Active, 1 Mediu
Disputes Settled m
Data Privacy 0 $0 75% N/A Low
Product 0 $0 80% N/A Low

Liability



Class Action 1 $1M-$2.5M 60%

Potential

Pre-filing High
Investigation

4. Strategic & Market Risk Indicators

Competitive Landscape Changes

Competitor  Market Share Pricing Product Strategic
Trend Pressure Innovation Threat Level
HealthTech Increasing High Rapid Very High
Plus (+2.5%)
CareCloud Stable Medium Moderate Medium
Systems
MedSoft Inc. Declining Low Slow Low
(-1.2%)
Clinitec Stable Medium Moderate Medium
Solutions
New Market New (+0.8%) High Very Rapid High
Entrant A
New Market New (+0.5%) Medium Rapid Medium
Entrant B
Industry Disruption Signals
Disruption Current Potential Timeli  Strategic Risk
Factor Impact Future ne Response Level
Impact
Al in Healthcare  Medium  Very High 1-3 Partial High
years  Strategy
Telehealth High High Curren Active Mediu
Expansion t Strategy m



Value-based Care Medium

Healthcare Medium
Consumerization

Big Tech Market Low
Entry

Vertical Medium
Integration
Product Portfolio Risks

Product Line Revenue
Trend

Core EHR Stable
Platform

Patient Growing
Engagement

Suite

Healthcare Rapidly
Analytics Growing
Telehealth Growing
Services

Mobile Health Declining
Apps

Legacy Rapidly
Products Declining

High

High

2-4
years

years

Very High 2-4

High

Margin
Trend

Declining

Stable

Stable

Declining

Declining

Rapidly
Declining

Customer Satisfaction & Retention

Metric Q1 Q2 Q3
2023 2023 2023

years

1-3
years

Competitive

Position

Weakening

Strong

Strong

Average

Weak

Very Weak

Q4 Q1
2023 2024

Partial
Strategy

Partial
Strategy

Monitoring

Partial
Strategy

Product
Lifecycle
Stage
Mature

Growth

Early Growth

Growth

Declining

End of Life

Q2 Q3
2024 2024

Mediu
m

Mediu
m

High

Mediu
m

Risk
Level

Mediu

Low

Low

Mediu

High

Very
High

Risk
Level



Net Promoter 42
Score

Customer 93.5
Retention Rate %
Customer 8.3/1
Satisfaction 0

Support Ticket 420
Volume

Time to 6.5
Resolution
(hrs)
Feature 85
Request
Backlog

Market Share Trends

Market Segment

Large Hospitals

Mid-sized Hospitals

Small Hospitals

Large Physician

Practices

Small Physician
Practices

40 38 36
93.0 925 920
% % %
8.2/1 8.1/1 8.0/
0 0 0
450 485 510
70 75 82
95 110 125

202 202 2024
2 3 (YTD)

0.8 07 0.6%

% %

12 1.3 1.2%

% %

21 23 25%

% %

18 2.0 22%

% %

15 14 1.2%

%

%

34 30

28

91,5 90.8 895

% %

%

7.811 7.6/1 7.5/

565 620 680

9.5 10.8 12.2

145 165 190

Trajector

y

Declining

Stable

Growing

Growing

Declining

Risk

Level
High
Medium
Low

Low

High

High

Mediu

Mediu

High

High

High



Specialized Clinics

25 28
% %

Regulatory & Policy Shifts

Policy Area

Healthcare
Interoperability
Rules

Data Privacy
Regulations

Reimbursement
Models

Al/ML
Regulations

Healthcare
Access
Expansion

International
Market
Regulations

Probability
of Change

Very High

High

Medium

Medium

High

Medium

3.0%

Timelin
e

6-12
months

12-24
months

18-36
months

24-36
months

12-24
months

18-36
months

Growing Low

Potential Preparedn

Impact ess
High Moderate
High Low

Medium Low

High Very Low

Medium Low

Medium Very Low

5. Cybersecurity & Technology Risk Indicators

Security Vulnerability Metrics

Metric

Critical
Vulnerabilities

Q1 Q2

Q3

Q4 Q1 Q2 Q3

2023 2023 2023 2023 2024 2024 2024

2 3

2 3

5 7 10

Risk
Level

High

High

Mediu

High

Mediu

Mediu

Risk
Level

Very
High



High 15
Vulnerabilities

Medium 45
Vulnerabilities

Avg. Remediation 12

Time (days)

Patch 95%
Management
Compliance

Security Debt 38

Backlog Items

Data Security & Privacy

Metric Q1
2023
Data 85%
Classification
Coverage
Encryption 95%
Coverage

DLP Alert Volume 28

PHI/PII Exposure 0
Incidents

Access Control 12
Violations

Third-party Data 15
Access

18

48

15

93%

45

Q2
2023

86%

95%

32

15

16

Threat Detection & Response

20

52

18

90%

52

Q3
2023

88%

96%

35

18

18

22

58

22

88%

60

Q4
2023

90%

97%

38

20

20

28

65

28

85%

72

Q1
2024

88%

96%

45

25

25

35

72

35

82%

85

Q2
2024

85%

95%

58

32

28

42

85

42

78%

105

Q3
2024

82%

93%

72

38

32

High

Mediu

High

High

High

Risk
Level

Mediu
Mediu
High
Very
High

High

High



Metric Q1 Q2 Q3 Q4 Q1 Q2 Q3 Risk
2023 2023 2023 2023 2024 2024 2024 Level

Security 12 15 18 22 28 35 45 High
Incident
S

Mean 6.5 7.0 7.5 8.0 9.5 11.0 12.5 High
Time to

Detect

(hrs)

Mean 3.2 3.5 3.8 4.0 4.5 5.2 6.0 Medi
Time to um
Respon

d (hrs)

False 18% 19% 20% 22% 25% 28% 32% Medi
Positive um
Rate

Security 92% 91% 90% 89% 87% 85% 82% Medi
Monitori um
ng

Covera

ge

Threat Adequ Adequ Adequ Stretc Stretc Insuffici Insuffici High
Hunting ate ate ate hed hed ent ent

Capacit

y

Security Testing Results

Test Type Last Findin Critical High Remediatio Risk
Performe gs Issues Issue n Status Level
d s



S

External Jul 2024 28 3 8 40% High
Penetration Complete

Test

Internal Apr 2024 22 1 5 65% Mediu
Penetration Complete m
Test

Web Jun 2024 35 2 12 55% High
Application Complete

Testing

API Security  May 2024 18 1 6 60% Mediu
Assessment Complete m
Social Mar 2024 15 0 4 80% Mediu
Engineering Complete m
Test

Cloud Aug 2024 32 4 9 30% High
Security Complete
Assessment
Technology Infrastructure Risks

Component Age Performa Reliabil Replaceme Support Risk

nce ity nt Timeline  Status Level

Primary 3.5 Degrading Moderat 6-12 months Supporte High
Database year e d

Servers s

Backup 4.2 Adequate Adequat 3-6 months  Supporte Mediu
Infrastructure year e d m

S

Network 5.1 Adequate Adequat 0-3 months  End of Very
Equipment year e Support  High



Development

Servers

Load
Balancers

Storage
Systems

Software & Technical Debt

Area

Legacy
Codebase

API
Architecture

Database
Design

Ul/UX
Framework

Testing
Automation

Documentati
on

Disaster Recovery & Business Continuity

2.8 Good Good

year

S

4.8 Degrading Moderat

year e

S

3.2 Adequate Good

year

S

Technical Business

Debt Impact

Level

High Performance,
Security

Medium Scalability,
Integration

High Performance,
Reliability

Medium User
Experience

Very High  Quality,
Release
Velocity

Very High Knowledge
Transfer,
Compliance

12-18
months

0-6 months

12-24
months

Remediati
on Cost

$450,000

$280,000

$350,000

$180,000

$320,000

$150,000

Supporte

Limited
Support

Supporte
d

Remediatio
n Timeline

9-12 months

6-9 months

6-12 months

3-6 months

6-9 months

3-6 months

Low

High

Mediu

Risk
Level

High

Mediu

High

Mediu

High

Mediu



Metric Status
Recovery Time 4 hours
Objective
Recovery Point 15
Objective minutes
DR Plan Outdate
Documentation d
Business Partial
Continuity Plan
Backup Success 98.5%
Rate
Alternative Site Partial

Readiness

6. Environmental & External Risk Indicators

Geographic & Location Risks

Location

Chicago
HQ

Chicago
HQ

Denver
Office

Denver
Office

Type of Risk

Natural Disaster
(Severe Weathe

Power Outage

Natural Disaster
(Winter Storm)

Natural Disaster
(Wildfire)

Last Test Improvement
Tested Results Needed
Jun Failed (6.5 Significant
2024 hours)
Jun Met (12 Minor
2024 minutes)
Jun Inadequate  Significant
2024
Mar Partially Moderate
2024 Successful
Daily Occasional  Moderate
Failures
Jun Partially Significant
2024 Successful
Probabil Potential Mitigation
ity Impact Level
Medium  High Moderate
r)
Medium  High Strong
High Medium Moderate
Medium  High Limited

Risk

Level

High

Low

High

Medium

Medium

High

Risk

Level
Mediu
Mediu

Mediu

High



AWS East  Service Disruption Low Very High  Moderate  Mediu

Region m
AWS West Service Disruption Low High Strong Low
Region

Macroeconomic Indicators

Indicator Current Industry  Company-specifi Risk
Trend Impact ¢ Impact Level
Interest Rates Rising Moderate High (Variable High
Debt)

Healthcare Slowing High High High
Spending
Labor Market Very Tight  Very High High High
Tightness
Technology Stable Positive Positive Low
Investment
Inflation Elevated Moderate Moderate Medium
Healthcare Reform  Uncertain  High High High
Legislation

Public Health & Pandemic Risks

Risk Factor Current Business Preparedn Risk
Status Impact ess Level
Pandemic Resurgence Low Medium Moderate Low
Healthcare Worker High Medium Limited Medium
Shortages
Supply Chain Medium Low Moderate  Low

Disruptions



Operational Low Medium Strong Low
Restrictions
Healthcare Facility Normal Low Strong Low
Access
Remote Work Low Low Strong Low
Requirements
Political & Regulatory Environment
Factor Stability Potential Impact Business  Risk
Changes Timeline Impact Level
Healthcare Unstable High 12-24 High High
Policy months
Data Privacy Changing  High 6-18 High High
Regulation months
Healthcare IT Evolving Medium 12-36 Medium Medium
Standards months
International Stable Low 24+ Low Low
Trade Policy months
Healthcare Uncertain  Medium 12-24 Medium Medium
Funding months
Cybersecurity Rapidly High 6-18 High High
Regulation Changing months
7. Emerging & Unique Risks
Al & Automation Impact
Risk Area Current Future Preparedn Strategic Risk
Exposure Exposure ess Response Level

(12-24 mo)



Al Disruption
to Core
Products

Competitive Al
Solutions

Al Regulation
Compliance

Data Quality
for Al

Al Ethics &
Bias

Al Talent
Acquisition

Medium

Medium

Low

Medium

Low

Medium

Product Liability & Safety

Risk Area

Patient Data
Accuracy

Clinical
Decision
Support

Medication
Management

Patient
Identification

Alert Fatigue

Incidents
(24 mo)

Very High

High

High

High

Medium

High

Severi
ty

Mediu
m

High

N/A

High

Mediu

Limited

Limited
Very
Limited
Limited
Very
Limited

Limited

Regulatory
Scrutiny

Increasing

High

Moderate

High

Increasing

Early
Planning

Early
Planning
Monitoring
Early
Planning

Not Started

Early
Planning

Insurance
Coverage
Partial

Partial

Adequate

Partial

Limited

High

High
High
Mediu

m

Mediu
m

High

Risk
Level

Medium

High

Low

High

Medium



System 4 Mediu Moderate Partial Medium
Downtime m
Impact

International Expansion Risks

Region Market Entry Regulatory Cultural Operational Risk

Stage Compliance Adaptation Readiness Level
Canada Early Partial Good Limited Mediu
Implementatio m
n
UK Planning Limited Moderate Very Limited  High
EU Research Very Limited  Limited Not Started  Very
High
Australia Research Very Limited  Moderate Not Started High
Middle  Early Not Started Limited Not Started  Very
East Research High

Latin Not Planning  Not Started Not Started Not Started  N/A
America

Intellectual Property Risks

IP Area Protection Competitive Litigation Impacton Risk
Status Threats Risk Business Level
Core Patents High Medium  Very High  High
Algorithms Pending
User Interface  Copyright  Medium Low Medium Mediu
m
Brand & Protected Low Low Medium Low

Trademarks



Proprietary Trade High Medium High
Methodologies  Secret
Third-party IP Licensing  Medium Medium High
Dependence
Open Source Partial Unknown Medium Medium
Compliance Audit
8. Risk Management Capability Assessment
Risk Governance Structure
Component Current Status Effectiven Gap
ess Assessment
Board Risk Established Moderate = Communication
Oversight Gaps
Executive Risk Newly Formed  Limited Experience
Committee Gaps
Risk Management  Partial Limited Significant
Framework Gaps
Risk Appetite Not Formalized Very Major Gap
Statement Limited
Risk Policies & Inconsistent Limited Significant
Procedures Gaps
Three Lines of Partial Limited Structural Gaps
Defense Model Implementation
Risk Assessment Processes
Process Maturity Frequen Coverage Effectiven
Level cy ess
Strategic Risk Basic Annual Partial Limited

Assessment

High

Mediu

High

Risk

Level

Medium

High

High

High

High

High

Risk
Level

High



Operational Risk
Assessment

Compliance Risk
Assessment

Cybersecurity

Developin
g

Establishe
d

Developin

Risk Assessment ¢

Financial Risk
Assessment

Third-party Risk
Assessment

Establishe
d

Basic

Risk Monitoring & Reporting

Mechanism

Risk
Dashboard

Key Risk
Indicators

Incident
Reporting

Compliance

Reporting

Audit Findings

Tracking

Risk Trend
Analysis

Current
Status

In
Development

Partial
Implementatio
n

Established
Established

Established

Basic

Risk Culture & Awareness

Quarterly

Quarterly

Semi-An
nual

Monthly

Annual

Frequen
cy

Monthly

Monthly

As
Needed

Quarterl
y

Quarterl
y

Quarterl
y

Partial

Comprehen
sive

Partial
Comprehen
sive

Limited

Audience

Executive
Team

Department

Heads

All Levels

Board,
Executives

Audit
Committee

Executive
Team

Moderate

Moderate

Limited

Good

Very
Limited

Effectiven

ess

Limited

Limited

Moderate

Good

Good

Limited

Mediu
m

Mediu
m

High

Low

High

Risk
Level

Mediu
m

Mediu
m
Mediu
Low

Low

Mediu



Area Current Leadershi Employee Effectiven Risk
State p Support Engagemen ess Level
t
Risk Training Basic Moderate Limited Limited High
Program
Risk in Decision Inconsiste Variable Limited Limited High
Making nt
Incident Reactive = Moderate Moderate Moderate  Mediu
Response m
Culture
Accountability Unclear Limited Very Limited Very High
for Risk Limited
Risk Inconsiste Moderate Limited Limited High
Communication nt
Incentives & Not Limited Very Limited Very High
Risk Aligned Limited
Management
9. Risk Treatment & Mitigation Plans
Current Risk Mitigation Initiatives
Initiative Target Implementati Completi Expect Current
Risk Area on Status on ed Effectiven
Timeline Impact ess
Enhanced Cybersecur In Progress Q1 2025 High Medium
Security ity (65%)
Program
Financial Financial In Progress Q4 2024 Medium Medium
Controls Reporting  (80%)

Upgrade



Compliance Regulatory In Progress Q2 2025 High Low
Managemen Compliance (40%)

t System
Vendor Risk  Supply Early Stages Q3 2025 Medium Very Low
Managemen Chain (20%)

t

Business Operational In Progress Q1 2025 High Low
Continuity Resilience  (55%)

Enhanceme

nt

Technical Product Early Stages Q4 2025 High Low
Debt Stability (30%)
Reduction

Insurance Coverage Analysis

Coverage Current Deducti Adequa Gap Assessment Risk

Type Limit ble cy Level
Cyber $5M $100K  Inadequ $5-10M Additional  High
Insurance ate Needed

Professional  $10M $250K Adequat Minor Exclusion Low

Liability e Concerns

Directors & $5M $150K Borderli  Additional $2-3M Mediu
Officers ne Recommended m
General $3M $25K Adequat Sufficient Low
Liability e

Business $2Mm $100K Inadequ Coverage Period High
Interruption ate Too Short

Employment  $2M $50K Adequat Sufficient Low
Practices e

Risk Remediation Priorities



Risk Area

Cybersecurity
Vulnerabilities

Current
Risk
Level

Very
High

Technical Debt High

- Core
Platform

Regulatory
Compliance -
Healthcare

Business
Continuity
Gaps

Customer
Retention
Decline

Financial
Control
Weaknesses

High

High

Medium

Medium

Long-term Risk Strategy

Strategic
Objective

Healthcare
Al Platform

Risk
Implicatio
ns

Technology

1)

Regulatory,
Talent

Busine Remediati

SS on Cost
Impact
Severe $450,000
High $650,000
High $350,000
High $280,000
High $420,000
Medium $180,000

Mitigation  Timeli

Approach ne

Phased
Implementati

on

24-36

Timeli
ne

6-9
months

9-12
months

6-12
months

3-6
months

6-12
months

3-6
months

ROl of Priorit

Mitigatio y
n

High 1-
Critical

Medium 2-
High

High 1-
Critical

High 2-
High

Medium 3-
Mediu
m

High 3-
Mediu
m

Resource Progress
Requireme Status

nts

$2.5M, 12 Early

months FTEs

Planning



Internationa
| Expansion

Vertical
Integration

Enterprise
Market
Growth

Platform
Modernizati
on

Value-base
d Care
Solutions

Regulatory,
Cultural,
Operational

Financial,
Operational
, Cultural

Competitiv
e, Product,
Support

Technical,
Operational
, Customer

Regulatory,
Product,
Market

Market-by-M
arket

Strategic
Partnerships
First

Product-led
Approach

Parallel
Developmen
t

Pilot
Programs

10. Risk Metrics & Key Risk Indicators

Financial Risk KRIs

Key Risk Indicator Current
Value

Accounts Receivable > 11.8% 1
90 days
Operating Cash Flow -5.8% !
Trend
Customer 25.6% 1
Concentration (Top 5)
Debt Covenant 22% !
Headroom
Budget Variance +8.5% 1

18-36
months

24-48
months

18-36
months

24-36
months

12-24
months

old

10.0%

-3.0%

25.0%

20%

+5.0%

$1.8M, 8
FTEs

$3.2M, 15
FTEs

$2.2Mm, 10
FTEs

$4.5M, 20
FTEs

$1.5M, 8
FTEs

Tren Thresh Statu

S

Alert

Critica
I

Alert

Warni
ng

Alert

Research
Phase

Concept
Phase

Early
Implementat
ion

Planning
Phase

Early
Implementat
ion

Leading/Lag
ging

Lagging

Leading

Leading

Leading

Lagging



Revenue Growth vs. -3.8% ! -3.0% Alert  Lagging
Plan

Operational Risk KRls

Key Risk Indicator Current Tren Threshold Statu Leading/Lag

Value d s ging
System Uptime 99.87% ! 99.90% Alert  Lagging
Critical Bug Density 2.5 per 1 2.0 per Alert Leading
KLOC KLOC

Project Delivery On  65% ! 75% Critic Lagging

Time al

Employee Turnover 18.5% 1 15.0% Critic Leading
al

Support Response  12.2 hours 1 8.0 hours  Critic Lagging

Time al
Capacity Utilization  95% 1 85% Critic Leading
al

Compliance Risk KRIs
Key Risk Indicator Current Tren Thresh Statu Leading/Lag

Value d old s ging

Compliance Audit 18 0 10 Critic Lagging

Findings al

Remediation Progress 45% ! 70% Critic  Leading
al

Regulatory Filing 92% ! 98% Alert  Lagging

Timeliness

Staff Compliance 78% ! 95% Critic  Leading

Training al



Privacy Incidents 4

Documentation 65%
Currency

Strategic Risk KRIs

Key Risk Indicator Current
Value

Market Share Trend -0.8%

Net Promoter Score 28

Competitive Win Rate  42%

Product Development -15%
Velocity
Strategic Initiative 65%
Progress

New Product Adoption  18%

Cybersecurity Risk KRIs

Key Risk Indicator Current
Value

Critical Vulnerabilities 10

Patch Implementation 42 days
Time

Security Incidents 45

Phishing Simulation 22%
Failure

| 90%

Tren Thresh
d old

! -0.5%

! 35

! 50%

! -10%

! 80%

! 25%

Tren Thresh
d old

0 5

0 30 days

0 25

0 15%

Critic
al

Critic
al

Statu
s

Alert

Critic
al

Alert
Alert

Alert

Alert

Statu
s

Critic
al
Alert
Critic
al

Alert

Lagging

Leading

Leading/Lag
ging

Lagging
Leading

Lagging
Leading

Leading

Lagging

Leading/Lag
ging

Leading

Leading

Lagging

Leading



Unauthorized Access 850/day
Attempts

Security Control 82%
Coverage

11. Risk Correlation Analysis

Risk Interdependencies

Primary Risk Connected Risks

Cybersecurity Regulatory
Breach Compliance, Financial,
Reputational

Technical Debt Product Quality,
Customer Satisfaction,
Competitive Position

Talent Product Development,
Retention Support Quality,
Innovation
Regulatory Financial,
Non-complian Reputational, Market
ce Access
Cash Flow Strategic Investment,
Pressure Talent Retention,

Operational Capacity

Market Revenue Growth,
Disruption Competitive Position,
Pricing Power

Risk Concentration Areas

1 500/day Alert

l 90%

Correlation
Strength

Very Strong

Strong

Strong

Strong

Strong

Strong

Leading

Alert Leading
Cascade Compoun
Potential d Effect
High Severe
Medium High
Medium  High
High Severe
Medium High
Medium  High



Concentration Contributing Risk Aggregate Diversificatio Mitigation

Area Factors Risk Level n Options Priority
Healthcare Compliance, Very High  Limited Critical
Regulatory Product Strategy,

Change Market Access
Technical Technical Debt, High Medium High
Platform Talent, Scalability
Stability
Customer Product Quality, High Medium High
Retention Support,

Competitive

Pressure
Cash Flow DSO, Customer Medium Good Medium
Management Concentration,

Operating

Efficiency
Data Security =~ Cybersecurity, Very High  Limited Critical
& Privacy Compliance,

Third-party Risk

Talent Market  Retention, High Limited High
Recruitment,
Compensation
Strategy
Risk Velocity Analysis

Risk Scenario Timeto Detection Response Risk  Preparedn
Impact Capability Capability Velocity ess

Data Breach Days Moderate Limited Very Inadequate
High
Regulatory Months  Good Moderate Medium Moderate

Enforcement



Key Customer Weeks Limited

Loss

Technology Hours Good

Failure

Competitive Months  Limited

Disruption

Financial Weeks Good
Covenant

Breach

12. Board & Executive Risk Reporting

Risk Heat Map (Top 20 Risks)

Risk

ID

R-001

R-002

R-003

R-004

R-005

R-006
R-007
R-008

Risk Description

Cybersecurity Breach

Regulatory
Non-compliance

Technical Debt
Accumulation

Talent Attrition

Customer Retention
Decline

Al Competitive Disruption
Cash Flow Pressure

Product Quality Issues

Limited
Moderate
Limited
Moderate
Probabil Impac
ity t
High Critica
I
High High
Very High
High
High High
Medium  High
Medium  High
Medium  High
Medium  High

High
Very
High

Medium

High

Risk
Score
20
16
16
16

12

12
12
12

Inadequate
Moderate
Inadequate
Moderate
Tren Own
d er
0 CIO
0 cCco
0 CTO
0 CHR
@)
0 cCco
0 CPO
1 CFO
0 CPO



R-009 Healthcare Policy Medium High 12 0 CEO

Changes
R-010 Market Share Erosion Medium High 12 0 CMO
R-011 System Performance High Mediu 12 1 CTO
Degradation m
R-012 Business Continuity Low Critica 12 — COO
Failure I
R-013 Vendor/Supply Chain Medium Mediu 9 1 COO
Disruption m
R-014 Financial Reporting Errors Medium Mediu 9 — CFO
m
R-015 Data Privacy Compliance Medium Mediu 9 0 CCO
m
R-016 Project Delivery Failures  Medium Mediu 9 0 COO
m
R-017 Technology Infrastructure High Mediu 12 1 CIO
Aging m
R-018 Geographic High Mediu 12 — CEO
Concentration m
R-019 Pricing Pressure Medium Mediu 9 1 CFO
m
R-020 Intellectual Property Low High 8 — CLO
Protection
Executive Risk Summary
Risk Current 12-Month Key Risk Drivers Mitigation Outloo
Category Risk Trend Progress k

Level



Financial High Worsenin  Cash flow, AR Limited Negati

Risk g aging, operating ve
expenses
Operational  High Worsenin  Technical debt, Limited Negati
Risk g staffing, capacity ve
Compliance Very Worsenin  Regulatory Moderate  Stable
Risk High g change, audit
findings
Strategic Medium  Stable Market position, = Moderate  Stable
Risk competition,
innovation
Technology  Very Worsenin  Infrastructure, Limited Negati
Risk High g security, ve
scalability
Reputational Medium  Stable Customer Moderate  Stable
Risk satisfaction,

market perception

Overall High Worsenin Multiple factors, Limited Negati
Enterprise g see detailed ve
Risk assessment

Board Risk Dashboard - Q3 2024

Key Metric Status Previous YoY  Threshol Context
Quarter Chang d Status
e

Enterprise Risk 72/100 68/100 +12 Critical Growing risk
Score (>65) profile across
multiple domains

Risk Incidents 18 12 +50%  Critical Security and
(Critical/High) (>15) operational



Open Risk
Mitigation
Actions

Risk Mitigation
Progress

Key Risk
Indicator
Status

Risk
Management
Maturity

85

35%

14 Red,

Yellow

2.4/5.0

72

42%

10 Red,
10 Yellow

2.3/5.0

+42%

-15%

+40%
Red

+0.1

Alert
(>75)

Critical
(<40%)

Critical
(>12 Red)

Alert
(<3.0)

incidents
increasing

Growing backlog
of remediation
actions

Declining
progress on risk
treatments

Increasing
number of
threshold
breaches

Slow progress on
risk management
capabilities
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